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What do we mean by Cyber Risk Quantification?

CyberResilience.com 

CRQ embodies a quantified approach to 
cybersecurity decision-making

⬟ Evaluating the risk-informed potential 
losses to an organization through realized 
perils

⬟ Accounting for costs of control and their 
reduction of the probability of realized 
losses

⬟ Prioritizing controls based on net risk 
adjusted return



Thinking Like The 
Money People
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Defensible Budget

cyberresilience.com 

You have to get inside their mind. You 
have to know what they want, need. 

You have to think... like a mouse!
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A Defensible Security Budget is a set 
of allocated costs that…

…serves the Strategic Objectives of 
the organization…

…based on a choice of controls that 
maximizes Capital Efficiency in an uncertain 
world.

How Might The Money People Define 
A Defensible Security Budget?

cyberresilience.com 
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How To Start Thinking Like The Money People

Treasury IntegrityCapital EfficiencyOperating CostsRevenue

MAXIMIZE SHAREHOLDER VALUE

CyberResilience.com 



The Defensible Security Budget Connects These Dots…

FOR THE MONEY PEOPLE
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How To Start Thinking 
Like The Money People

Treasury IntegrityCapital EfficiencyOperating CostsRevenue

MAXIMIZE SHAREHOLDER VALUE

RecoverRespondDetectProtectIdentify

CyberResilience.com 



Mitigate Threats
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How To Start Thinking Like The Money People
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Enable IAM
Enable IAM

Enable IAM
Enable IAM

Enable Threat Intelligence

Remediate Vulnerabilities

Segment Systems

Enable IAM
Enable IAM

Value At Risk

IDENTIFY

Protect Supply Chain Enable BusinessMaintain Business 
Continuity

Enable TrustAchieve Compliance

Ok, I see how this connects 
to revenue and cost….

Now show me how this supports 
capital efficiency and treasury!

cyberresilience.com 
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THREATS LOSSES

Ransomware

Business Email Compromise

SaaS Compromise

3rd Party Cloud Compromise

Insider Threat

Breach

Extortion

Disruption

Wire Fraud

A Qualitative Approach To Quantitative Thinking 
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Influence Diagrams Value At Risk

Total Potential Loss

Business Disruption

Value of Data Theft

Extortion

A good place to start is by 
identifying the value at risk.

Decision Uncertainty Intermediate Value Object of 
Measurement

Flow of Influence

Control Capabilities

Capability Maturity Levels

Cost Distribution of 
Control Levels

Avoided Loss

Return on Controls
This will be the ultimate 
focus of your attention

Probability  of Loss Event Realized Losses

Ransomware
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Converting Qualitative Influence Diagrams
Into Quantitative Decision Trees

Business
Disruption

High

Median

Low

Extortion

High

Median

Low

Data
Theft

High

Median

Low
Loss

Event

Yes

No



Aim for Goldilocks Level of Precision vs Accuracy
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PRECISION
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Just 
right!
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Business
Disruption

High

Median

Low
Loss

Event

Yes

No

Prob of 
Loss Event

1  Prob of 
Loss Event

$0

30%

40%

30%

300 mins * $5,600/min = $1.7M

2400 mins * $5,600/min = $13.4M

870 mins * $5,600/min = $4.9M

Converting Qualitative Influence Diagrams
Into Quantitative Decision Trees
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Business
Disruption

High

Median

Low
Loss

Event

Yes

No

Prob of 
Loss Event

1  Prob of 
Loss Event

$0

300 mins * $5,600/min = $1.7M

2400 mins * $5,600/min = $13.4M

870 mins * $5,600/min = $4.9M

Converting Qualitative Influence Diagrams
Into Quantitative Decision Trees
Mean Event Loss Of Business Disruption = 0.3  13.4M + 0.3  1.7M + 0.4  4.9M 

$6.5M



40%

30%

30%

           
14cyberresilience.com 

Business
Disruption

High

Median

Low
Loss

Event

Yes

No $0

300 mins * $5,600/min = $1.7M

2400 mins * $5,600/min = $13.4M

870 mins * $5,600/min = $4.9M

Expected Value Of Business Disruption = 11.5% * $6.5M) + 88.5%  $0

$6.5M

Calculate Current Expected Value of Loss

3Yr Prob of 
Loss Event

1  3Yr Prob of 
Loss Event

$748K

11.5%

3Yr Prob of 
Loss Event = 1 - 1 - Annual Prob)^3

3Yr Prob of 
Loss Event = 1 - 1 - 0.04)^3  11.5% Current Controls

Current 
Controls



           
15cyberresilience.com 

Business
Disruption

Expected Value Of Avoided Business Disruption = $748K  $195K  $553K 

$6.5M

Calculate Expected Value of Avoided Loss 

$748K 11.5%

3Yr Prob of 
Loss Event = 1 - 1 - Annual Prob)^3

3Yr Prob of 
Loss Event = 1 - 1 - 0.04)^3  11.5% 

3Yr Prob of 
Loss Event = 1 - 1 - 0.01)^3  3% 

$195K 3%

Current Controls

New Controls

Current 
Controls

New 
Controls

$553K
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Repeat for Data Theft and Extortion  

Total Potential Loss

Business Disruption

Value of Data Theft

Extortion

A good place to start is by 
identifying the value at risk.

Decision Uncertainty Intermediate Value Object of 
Measurement

Flow of Influence

Control Capabilities

Capability Maturity Levels

Cost Distribution of 
Control Levels

Avoided Loss

Return on Controls
This will be the ultimate 
focus of your attention

Probability  of Loss Event Realized Losses

Ransomware



Calculate Return on Controls

ROC = [(Total Avoided Loss for All Perils / Cost of Control_i) - 1]  * 100%

-

-



How To Start Thinking Like The Money People

-

-

Non-Money People’s  Budget = $1.11M Hero’s Optimized Budget = $760K

I Like How You Think!

EFFICIENCY COST

cyberresilience.com            
18



How To Start Thinking Like The Money People

⬟ The TARGET line is after applying high ROI controls (from optimized budget)

⬟ The money people have three STRATEGIC choices: More Limit, More 
Controls, Give It To The Treasury (i.e. structured risk acceptance)

⬟ Losses beyond the LIMIT impact The Money Peopleʼs TREASURY

Increase the limit to $20M 
…alert me if the tail risk grows.

⬟ The CURRENT line is before applying high ROI controls

cyberresilience.com            
19



Additional Resources to Guide Your Way
Workbook Ransomware Spreadsheet

Monte Carlo 
simulation tutorial 

in R

The objects and 
means of 

measurement



How To Start Thinking Like The Money People

cyberresilience.com            
21

A defensible budget 
should include a schedule 
for deployment and the 
incremental benefit 
achieved at each milestone


